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Demisto Founded to address SOC challenges
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Growing Alerts Lack of Skilled Analysts No Consistent Process Long MTTR, High Risk
>10K alerts per week 2 million analysts shortage IR Process: no metrics/run Weeks to resolve
over email each detected incident
“Our response times are too long. “Our security experts are “I spend too much time switching
Every lost second leads to financial overwhelmed with the growing between products to effectively
and reputational damage.” number of alerts.”

respond to incidents.”

-CISO - SOC Manager - IR Analyst
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Demisto Delivered:

e Workflow automation engine
e Security ticketing system
e Collaboration platform

Cortex XSOAR Adds:

e Threat Intelligence Management

*The industry’s first extended security orchestration, automation
and response platform with native threat intel management
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Playbook Triggered

Cortex XSOAR is a workflow
automation engine

Respond to incidents with speed
and scale

e 100s of product integrations
e 1000s of security actions
e Intuitive, visual playbook editor

Extract indicators
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Use case: SSL certificate checks

“We were having trouble maintaining the integrity of SSL certificates across endpoints. We
scheduled a Cortex XSOAR playbook to run at timely intervals and query all endpoints to
check for SSL certificates nearing expiry, greatly reducing both manual work and business
risk stemming from out-of-date endpoints.” - Healthcare Company

Playbook closed
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Use case: endpoint response

“Our trouble was reconciling SIEM data with threat intelligence to take action. We used Cortex XSOAR as the
connecting grid between products, executing a playbook that identified unprotected endpoints missed by our SIEM,
quarantined the endpoints, and updated external databases with new IOC information.”

Ingestion

Ingest threat data from
Endpoint tool
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Enrichment

Find machine names on tool
~———> that have:

SHA1
MD5
SHA256
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Update

Database

Update endpoint tool
database with new file

information

- High-Tech Conglomerate

ArcSight<t

An HP Company

SIEM Check

Check if files were already
detected in SIEM and

removed

Notify Analyst

— Yes —> gend mail to analyst that the

SIEM already detected these

files
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Clean Endpoints

* Run queries to kill malicious
process

* Query all endpoints running
process, remove maliciousfiles
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Before Demisto

& (o bmcerver B LT e R PR S ol 7 LUYTTUT VSSNEERVENE I eSS TPy T RS NP S — . a

o~

« C 5%
@ Dorcowts - et Cman % B emenee “.‘.n‘»:r»m~ml')‘ x4

WESTI « C & hops//servce. westyet.comy v _to o Fs_teq tem do%s 3 sy e IDM608 308 M SELS05CT TS

127 apet [) SRACHOMSL - We W ey et @

service

Disparate
alert sources

< Vi @ T e o e e DY
Manage Atachenents (1) 81| 1T OQA Migh Feb 2005cow (rename] Mew LaCk Of
_ defined process
Mo Laey 20190004 20:45:47

YT Megaa Saunden Repetitive and
- manual actions
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After Demisto

DEMISTO #9403 Generate Impossible Travel Incident - Work Plan
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into one console
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Incidents

@ Hide Chart Pane

Showing incidents 1 to 50 out of 74

Name Type
FW: Is this a phishing attempt phishing-josh
Fw: Was this you? Phishing
Malicious mail sample Phishing
Phishing
My place to add 10CS Unclassified
phishing test Phishing
#17167 VP sales lost laptop Devicelost
Malicious mail sample Phishing

OB RS At

Page 1 out of 2
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Severity
High

High

High

High
Information
Unknown
Unknown

High

oL

Status
Active
Active
Active
Active
Active
Active
Pending

Active

Owner

jonathan

Playbook

Phishing Demisto
Phishing Demisto
Phishing Demisto
Phishing Demisto
Classify unclassified el
Phishing Demisto

My Demo

Phishing Demisto
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Cortex XSOAR is a security
ticketing system

Standardize process across
products, teams and use cases

Ingest, search, and query

ALL security alerts

Custom views by incident type
Customizable dashboards &
reporting
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8 "Event from Splunk for host " - War Room

No filter selected

Cortex XSOAR is a
collaboration platform

Improve investigation quality by
working together

co ¢

irectory User

e Virtual War Room for every
incident

e ChatOps & real-time security
actions

e Auto-documentation of
playbook & analyst actions
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DEMISTO

A PALO ALTO NETWORKS® COMPANY

350+ (s X 2
Third-party tools SIEM Tools People
o

Playbook-driven
automated actions

Automation & Real-time Case
Orchestration Management

Collaboration

Alert ingestion
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reat Sharing
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SIEM Cortex XDR Email Other
sources

Analyst-driven manual
actions

I0C I0C Search & 10C
Prioritization scoring matching

Threat intel feed ingestion
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ISAC Open source Premium Dark web
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(O CORTEX XSOAR

BY PALO ALTO NETWORKS
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Playbook-driven automation
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Automation & Real-time Case Threat Intel
Orchestration Collaboration Management Management
Alerts Threat Intel feeds
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SEM Cortex XDR Mail Other sources ISAC Open Source Premium AutoFocus
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Active

inon February 10,2020 at 2:11 PM

Cortex XSOAR is a threat
intel management platform

Take full control of your threat intel
feeds

e Automate repetitive daily
indicator management tasks

e Get Instant ROI from existing
threat intel feeds

e Gain confidence in incident
response decisions
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Breadth of Cortex XSOAR integrations (400-+...)
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Get smarter with each incident o
DBot: Force multiplier

for your analysts

DBot learns from historical actions

Task #14: Hunt for devices accessing malicious

DBot 9:57PM
Task Started

Task #15: Found any device with this hash?

ldentify experts for each type et
Of i n C i d e nt Tasf‘ns: Found any device with this hash?

amir why this user? @

Send a notification to another user, or  group of users with a specified
role and add them to the team

Suggest incident assignments
L=,
[—]

Suggest commonly used commands
during investigation - .

admin

Administrator

amichay

go—? Identify related and duplicate
incidents
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How Cortex XSOAR deploys

Cortex XSOAR can be deployed both on-premise and as a cloud-hosted offering. The
platform supports native multi-tenancy for MSSPs, providing three layers of isolation to
mMaintains data integrity while simplifying communication across tenants.

Customer on-premise Customer virtual or cloud Hosted solution

server
adWs
N
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