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DAY SSgt Marullo – MCCYWG IMA Detachment, OT/FRCS 
Cybersecurity Team Lead. SSgt Marullo has over 18 years of 
cybersecurity experience. In his civilian capacity, SSgt 
Marullo is the OT Cybersecurity Leader for Rivian
Automotive.

SSgt Grimes – MCCYWG IMA Detachment. SSgt Grimes is the 
Deputy Chief the ICS Section within CISA's Threat Hunting 
Subdivision. This team provides ICS Hunt and Incident 
Response services, SME support, and research collaboration 
to both public and private partners. SSgt Grimes began his 
career in ICS at Ft. Drum, NY supporting the garrison’s building 
management and water/energy telemetry systems.
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2019 Worldwide Threat Assessment
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Office of the Director of National Intelligence
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MITRE ICS ATT&CK Framework is a comprehensive register of adversarial 
tactics and techniques from initial access to adverse impact

MITRE ICS ATT&CK Framework
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• Heating and cooling system for each 
building (x9)

• ABB VFD’s (variable frequency drive)
• Java Application Control Engine 

(JACE) Controllers (PLC)
• Niagara Software
• Simulation environment endpoints -

Simulink

Purpose: To gain a detailed understanding of our network 
architecture to better understand our attack surface and inform our 
defensive requirements.
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Process Modeling with SCEPTRE
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USMC Albany SCEPTRE Model: What is it?

• SCEPTRE - Virtualization government owned 
software which provides a comprehensive 
ICS/SCADA modeling and simulation 
capability that captures the physical impacts 
of targeted cyber events on critical 
infrastructure and control systems.

• SCEPTRE uses Minimega as its virtualization 
backend. 

What will it deliver?
• A flexible, close fidelity IT/OT network model 

with hardware in the loop
• Training environment for CPTs to better 

understand OT protocols, vulnerabilities and 
physical effects of cyber attacks 

• Can be expanded to more complex simulated 
IT/OT networks
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Next Steps
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scenarios

• Attack systems within model in order to disrupt the 
physical process, learning impact consequences 
• Compare effectiveness of security controls and solutions

• Define core competencies for network defenders
• Present findings and data to USMC Network Governance 

Board
• Cost-effective approaches to risk mitigation
• Define requirements based on tangible risk and criticality 


