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1. Security practices codified into workflows
a. Improper execution can lead to security vulnerabilities

2. Workflows are software and need to be protected accordingly

3. Privileged access to potentially everything on network

4. Access to plaintext credentials
a. Logins require access credentials

5. Need to support SW best practices
a. Approval policies for operations
b. Integrity protections
c. Robust error handling and logging



Unclassified Distribution A

MOSAICS Application of RMF
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SOAR Best Practices
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Prevent the execution of unknown binaries and the execution of non-SOAR 
applications on systems hosting SOAR.

Enable continuous monitoring of automation to record security sensitive events.

Establish SOAR backup and restore procedures to ensure rapid recovery.

Safeguard SOAR workflows by ensuring a fail-safe path is achievable 
• Errors encountered during workflow execution promptly reported to operators.

Establish and manage a SOAR-specific identification and authentication service

Use multi-factor authentication for users.

Protect SOAR network connections by using secure cryptographic protocols and 
requiring the use of certificate-based mutual authentication.
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SOAR Protection Profile
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Select a SOAR product that meets NIAP certification standards.

1. Orchestration Protection Profile” – Task from NSA
a. Partnership with NIAP
b. Robust participation from industry 

a. (SOAR vendors, test labs)
c. Bi-weekly Technical Community meetings

2. Currently in the public review process
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Workflow Approval Process
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1. Intent
a. Integrate coding best practices
b. Multi-party consent

2. Most SOAR applications do not 
support workflow approval 
processes
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Workflow Integrity Protections

Unclassified Distribution A 6 of 9JHU APL

2020 
INDUSTRY 

DAY

1. Intent
a. Prevent tampering of workflows
b. Provide provenance of author and 

approver
c. Validate prior to each execution

Sign and Submit 
Workflow

Sign and 
Approve 

Workflow

Verify Signatures 
and Execute 

Workflow
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Workflow Success

Unclassified Distribution A 7 of 9JHU APL

2020 
INDUSTRY 

DAY

• Intent of requirements
• Notify users when workflows do not execute successfully

• Problem
• Success is not defined consistently amongst SOAR vendors

Step 1

Step 2

Step 3

Step 4
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Access Control
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• Intent
• Define policy support but not policy
• Label resources with sensitivity levels
• Support attribute-based access control (ABAC)
• Support role-based access control (RBAC) and ABAC

• Resources that should have sensitivity levels
• Workflow artifacts/threat intelligence
• Workflows

• Possible sensitivity level schemes for resources:
• Traffic Light Protocol (TLP)
• Government classifications
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Needs from Industry
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1. Focus on workflow and credential protections!

2. Consider ABAC for SOAR
a. Tagging for subjects and objects

3. Participate in PP public review process

4. Obtain NIAP certification for SOAR!
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Questions??  


