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Agenda — Sample from our webinar

Introauctions
What is a Cyber Range
Challenges of delivering a Cyber Range
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Full Stack Automated Lab/Data Center for Hardening IT

* Replicate Production On-Demand

—IT Infrastructure: end to end network, data, storage,
security/firewall, end point devices, 10T, ICS, including physical,
virtual, and cloud resources

—IT Applications: mobile, middleware, back end, etc.
—Test Equipment: Traffic generators, physical layer switching

—Test/Security Tools: Attack scripts, security software, detection
software, etc.

e Uses — Stakeholders

—Training IT — Cyber scenario games with Red Team, Blue Team, White
Team, classroom training. online training

—Test Configurations - HW/SW/Firmware Updates, Network
configurations

—Simulate new attacks and IT Outages
—Cyber DevOps Support for Security testing and design for security
—PoCs for new equipment, vendors, architectures amazon
—Application Compliance Assessment for Security Reporting




IT Cyber Range Admin Content Developers — Exercise/Train

» Sharing Cyber topologies
» Developing reusable content and

* Spin up virtual/physical resources
 Manage IT Infrastructure (Cloud)

- Deliver conflict free range training |
- Manage roles/users/domains PEOPLE » Application/Service Performance
» Automation Scripts PROCESS *LMS support

End User TECHNOLOGY Management

» Ease of access/availability » Analysis of performance of Range

* Ease of use of resources/apps » Analysis of end user performance
» Real world replication » Cycle time for next deployment
 Catalog of Cyber Ranges * Personnel and Process Alignment

* Integration into End User environment » Costs



Challenges for Delivering Cyber Ranges"'i

. Support multiple use cases

- Training, Exercises, Virtual, Physical and Hybrid, DevOps, on-prem/off-prem, multiple clouds,
public/private clouds

- Life Cycle Management of a Cyber Range is complex
- Administration and |IT Support is expensive and time consuming
- IT Fulfillment is complex, End user content constantly changing
- Support of new technologies and infrastructure (clouds)
i Keepmg your Cyber Range up to date (matchlng productlon)
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Model and Deploy Production Like IT Cyber Environments

Self-Service Portal

REST AP

i - r—— Al B = : T
(JDOSIL Cloud Platform

Services™

Mazon




Physical, Virtual, App, Service, Cloud(s)

o0 oudShell Live - Workspace = x = @@ ive - Inventory ~ x

< C { @& Secure https://demo.quali.com/Inventory/Index Q vY |

1 il

A
" Apps 4 Quali Mail -/ Quali Co I° atus | Trello  ° GMM /' DZor q
Family |

- Autoload Shells, DCIM integration, oM S e |

Juniper Router

asset DB synch romzahor etc. INVENTORY s e RESOURCES  ABSTRACT TE

Arris CMTS Card

SolarWinds Server

VMWare Virtualization Server
Match exact full name Server

Typically fully automated

Cisco UCS Chassis
EMC Storage

Availability Cisco Fabric Interconnect 2/6/2017 1:33 PM
VMWare Cloud Infrastructure

Docker Host

Integrated with business process

Select attribute and press plus button to add an attribute Git Source Control
kf‘ criteria. Travis CI
WO r OWS Cloud Provider
Jenkins CI
Back to simple search Som L2
Clear all fields Ut
Port
P h . ‘ & i -t ‘ - Power Port
- ysical & virtual resources, apps,

' ' ' Ciena Switch
services, connectivit
) y Ixia Traffic Generator
L1 Switch Blade
L1 Switch Port
MRV L1 Switch
OnPath L1 Switch

. Build your Cyber Range S

infrastructure from your lab assets
(See Of AssetS) = ScaleOUTandUP.jpeg . _ Ctor

AWS Server
Load Balancer
Wireless Access Point




Visual based Drag and
drop directly from
iInventory

BELUEFRINTS 5 JOBSCHEDULING IMWENTOR MAMNAGE ADMIN = GLOBAL -

HELF v  TUTORIALS ~

BLUEPRINT ~ £ SCADA Smat Grid | VIEW

G RESOURCE ﬁ APP# SERVICE :+ ABSTRACT i INSTRUCTIONS P COMRANDE -'f MNAVIGATOR - """""' J00000000000 ¢ 90%

INSTRUCTIONS BLUEFPRINT

SCADA Smart Grid Sandbox SOl Contents

Abstract complexity (pool
support)

Tab One: Control Station

Overview - SCADA Smart Grid

Outstation FTURural

Set connectivity based on [l R e U A |
infrastructure

SCaDsHMIMTU

NIC.0 ks
1% e
Part_03 ot iy arah

Port_04 residential Qutstati... RTUResidential

Any Physical, Virtual, O — B e (DE v
Cloud(s), Apps e g & ,.

Cormmerical Qutstat... RTUCommmercial
_ Port _01
MWIC_O

n_cormerical

SPAMN_SCADA
NIE_0

Model is “Automation etworcand act s an iusion Detecon Syster oo g
Ready” . = o s

Port_01
MNIC_O

Replica of your Production
IT Infrastructure with
configuration management



Publish Blueprints Catalogs
- Save environment as Blueprint, publish
for others to use
- Standardize Cyber Range test beds
and cyber training environments as
Blueprints for consistent results
Self-service access to Cyber assets
using Blueprints
Define how Cyber blueprints are
consumed by end users
- Forms / inputs
— User access / categories / domains

L ooking tor a development lab™

Dig in with DevNet Sandbox - technology packed Cisco labs - today! FREE with 24x7 access!

http://developer.cisco.com for a
complete implementation of an
Infrastructure Catalog — Over
700,000 reqistered users!



| AB MANAGEMENT

JOB SCHEDULING

INWVENTORY  INSIGHT  MAMNAGE
SANDBOX ~

& Cyber Range Adv

(3 resouRCE %% APP/SERVICE

. } COMMANDS E@;TNI‘V pDJT:'JT Jf MAVIGATOR
Web Server]

(1 hrs 57
Email Server] File Server]
722419115 % 1722479110
WWeb Serve E hdail Server

Database Server]
722419125

SANDBOX
E T .
17224.19.135
File Sarve

DB Server

Snort-05
1720.10.71010

Maleare Analyzer 05
! 172.0.10.102
BreakingPoint YVE
Configure =

172010703

application

LS BVeT

Deploy VM to
Any Cloud

SRX-05

172.30.15.100
5R¥ Firews
VLAN 4

SErvice

VLAN Auto

Win-Serv] | MORE OPTIONS
10.0.90.797

DDVE Erye

“ Ty Start an Attack
Win-Serv3
Linux-Serv

10.0.20.239
Add subrresolnce

10.0.70.76
0 o Windows Server
Provision
Linux Server
Lnshare .

Linux-Serv3
Mar"In Lge"

10.0.20.240

network
connectivit

MOREOFTIOMNS

Add subrresource

View Actid ROP

Lnshare

Mar"In Use"

Web Based
Access for all
Resources

=5H

Wiew Activity

F erncn e



Metrics on your Cyber Range

. Analysis for actionable

decision making
— capture usage trends

. Attributes - define meaningful
data based on decisions
needed

. Usage and utilization

. Capturing needed data and
detalls

- Measure usage of resources

VmManagement ) Total Cost by Cloud Provider VmManagement ) # of VMs by Platform




Quickly And Eftectively Build out and consume Cyber Ranges — Stepped Process

WORKFLOW

e Userto

2.

INVENTORY MODEL

» Discovery *P/V Infra.
» Configuration « Applications

(P/V Infra.,

Applications) *Database

* Tools

group *Service
mapping «Drag-n-drop
» Reservable

INFRAJAPP OWNER

3, 4 5. 6,

CREATE AUTOMATE & Bl &

BLUEPRINTS  ORCHESTRATE  CONSUME ANALYTICS

*Reserve and
Deploy
*Publish self- e Active

service Environments
catalogs “CyberRange

* \Workflows
e Standardized

*Vleasure
* Visibility
» Costing
 Utilization

*Single pane of
glass

*One click RDP,
SSH and Web

* AP| Access
e [00ls

Sandboxes” e RO

*Deploy on any
cloud




Why Cyber Range as a Service®

Increase agility, responsiveness and repeatability
- Support of new technologies and infrastructure
- Clouds, on-prem/off-prem, hybrid, apps, containers, services
- Automation of provisioning and orchestration
- Base lining of device/application/service/content
Lessen administrative burden
E Implement |nfrastructure/automatlon reuse to dellver Cyber Ranges Faster
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Traditional Approach CyberRange-as-a-Service

Model & Publish Blueprint

Drag n’ drop from asset
iInventory, connectivity, abstract
blueprint

Hours

Self-Service
On-demand equipment
reservation and scheduling

Automate & Orchestrate
Simplified configuration and
provisioning, save and restore.

Hours

Days/
Months

Unified Access

Complex Embedded Web-portal

Multi-Tenant + Scalable

Consolidated labs, global shared
user base, Community

Siloed




ELUEFRIMTS  SAMDEOXES  JOBSCHEDULIMG  [MVEMTORY  MAMAGE

TSI DEMO (6]  FResstfilters

<+ CmEae Blueprint ¢ Backto blueprintscatalog

o Elueprints TS Demo (B

Sandboxes
-

0 Mew, 0 Total

Owned by me (6]

~ Shame Level
Cyber Protection Team Cyber Shield 17 Zone 4 ICS ... Cypher_path_demo_blank MCRC POV Qwerall diagram PCTE CIC2 Advanced NRAF

Elugprintwith preconfigured sstup & ICS and SCaDA Sandboy sstup & Elueprintwith preconfigured sstup & Elueprintwith preconfigured sstup & Envimnment and training exemise for
teardown pocesses Deploys Apps teamown pmocesses Deplovs Apps teamown pmocesses Deplovs Apps teamow n pmocesses Deplovs Apps MiAF Advanced training class

Public (1)

Private () (5]

Frivate (AIl) RESERVE RESERVE RESERVE RESERVE RESERVE

~ Blueprint Status
Available
Unavailable

Viesy only

TSI 500 Portal 2.0
ypherrath Pontal Ermbedded in
Cloud shell Deno version 2.0

RESERVWE




ELUEFPRINTS  SANMDEOXES JOB SCHEDULING  INVENTORY  MANAGE ADMIMN = GLOBAL = HELF = TUTORIALS =

BLUEPRINT ~ Z SCADA Smart Grid & VIEW o

(3 RESOURCE  {%f APP/ SERVICE {1 ABSTRACT 1 INSTRUCTIONS B COMMANDS < NAVIGATOR = o e 90%
INSTRUCTIONS BLUEFRINT

SCADA Smart Grid Sandbox S0l Caontents

Tab One: Control Station

Overview - SCADA Smart Grid

alized ;
minal r Rural Qutstation FETURural
.l - outstation_rural Fort U1 10.5.0.1

Cpawitch NIC_O Cpwiorkstation

MNIC_0
Part_03

FPFRouter

10203 Residential Qutstati... RTUResidential
CpROLter ~ outstation_residential F'F'n'-"” 10.1.0.1
<15 Tun a Dlgnk: Program CpSwitch NIC_D Cpwiiorkstation

Lser canin

Commerical Cutstat.. RTUC ommercial
outgtation _commerical ! F'F'”'-"' i
Cpswitch NIL_U

Monitoring_IDS Syst.. SPAM_SCADA

106.0.1 1| span_hub

Cpworkstation part_U1 CpHub

Industrial Qutstation RTUIndustrial
outstation_ind ustrial Port Ut 10.4.0.1

CpSwitch NIC_0 Cpuiorkstation

5 o to b

vl met it

LMS — Instructions

HTMLS Your Cyber Range or Training Environment — Deploy to Any Cloud and/or Physical
Easy to build




LAB MANAGEMENT  JOB SCHEDULING  INVENTORY  MANAGE ADMIN GLOBAL HELP  TUTORIALS
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BLUEFRINTS  SAMDBORES  JOBSCHEDULIMG  INVEMTORY  MAMAGE

BLLUEPRINT = 25 Cybershield 17 Zoned 105 SCADA

(4 RESOURCE 4% APP/SERVICE {4 ABSTRACT 1 IMSTRUCTIONS p COMMANDE < RAVIGATOR

INSTRUCTIOMNS

SCADA Systems Cyber
Blueprint for Cyber Shield
Exercise

Make sureyou haveyour correct credentials beforestarting the
exercise

Enter inyour information for theinput global variables
Useyour correct email and unit number
Besureto close and stop reservationwhenyou are complete

ABB HMI

10.4.4 222
HMI Device

&y
o s
&
Fgsg

=

¥

4

Zone 4 Switch

10.4.4 254 —j———

Cisco Catalyst 35XX

ELUEFRIMNT

ABB PLC

[ 104 4205
FLC Faortd] AEEBPLC

Siemens PLC
PLC Port01 10.4.4210

............... =

Siemens PLC

10.4. 4224
HMI Device

GE PLC

PLC Port 01 — 10.4.4.201

]
FLC Fortl] GEPLC

ADMIM GLOBAL  HELF

&
- [t 4 16l

ELUEFPRIMT COMMANDS

SEtup
Mo description

Teadown
Mo description

Default Sandboy Setup
Mo description

Default Sandbos Teadown
Mo description




BLUEPRINTS  SANDBOXES

JOB SCHEDULIMG  INVEMTORY

BLUEPRINT =~ f PCTE CICZ Advanced NMAP

(+ RESOURCE & APP/SERVICE {4 ABSTRACT 1 INSTRUCTIONS

INSTRUCTIONS

Course Overview MMAP Advanced Custom NMAP Commands

NMAP Custom Commands

After running the example NMAP command, try putting in your own
NMAP command string and running some examples. Note that the
timeout is 4000 seconds for the execution, so make sure your NMAP
command runs in less than that for your exercise.

Try the following list of commands: nmap -v-sS-A-T4

Try looking up some additional NMAP commands at the link below for
more examples to try

Turn your extended perimeter

Nmap Security
k

Once you have completed running several different NMAP custom run:
remember to shutdown your Sandbox and then open your email to see
the results of all of your NMAP runs.

LMS embedded — HTML5
Easy to build — drag N Drop
embed Videos, links, PPTX,

PDF, Web, etc.

MANAGE

b COMMANDS

< NAVIGATOR
BLUEPRINT

Cuckoo Analysis Ce.. BreakingPaoint
10.72.53.224 10.72.53.222

Cuckoo Analysis Certer Starm Network Executer
= =Ly _Ccascl) e

10.72.53.1

Yeenter

Rng-FW-A

192.168.100.254
Firewall _ -
Microsoft Windows ...

]
Microsaoft Licenses

YWirtual Switch19

A
Wit ual Switch

CypherPath TSI Clo..

B8.116.2.135
CypherFath Container

Rng-Ubuntullser

192.168.100.9 10.223.2058.23
Linuxyha W ndione S W

Supports online or
classroom training or
exercise environments

ADMIN  GLOBAL  HELP  TUTORIALS

a| | RESERVE ‘ VIEW o

- v e 90%

ELUEFPRINT COMMANDS

EXPARD ALL | COLLAPSE ALL | SHOW  all Cat egaories
Section 1 Bun NMAP (2]

Example_NMAP_RuUN

Thecommand runs NMAP inthema...

Yalidate NMAP
Mo description

Section 1 Bun Metasploit (2)
Example_Metasploit_Run
Mo description
Yalidate_Metasplaoit
Mo description

AES Encryption Part 1 (2)
Answer_AFS_Part_1
Mo description
Yalidate_AES_Part_]
Mo description

AES Encryption Part 2(2)
Answer_AES_Part_2
Mo description

Validate AES_Part_2
Mo description

Automation
For provisioning,

training, grading and

response monitoring



BLLUEPRINT =

{4 RESOURCE

£ MCRC POV Overall diagram

$5 AFF/ SERVICE {3 ABSTRACT

spb-rnailin
Application

sphwebinz
Application

spb-webl
Application

spb-dcoz
Application

B COMBMAMNDS

- M&VIGATOR

spb-wks0l
Application

spb-dicm
Application

hicmsoft wWindows .

1

Miaroaoft L o= no=a

spb-wksoz
Application

sphb-wks0z
Application

spb-w ksid
Application

spb-w ks B
Application

ELUEFRINT

OWEMTF

' @ ' &pplication

Core 01
App lication

Core 4
Application

Core 03
Application

lariat-is1

' @ l #pplication

Intemet-rir
Application

General Weenter- WCenter Deploy

wCEnter Clone wid From Wi
ventervid Fom Template

wCenteryhd Fom Image
AWE ECZ Instance

y  AZUE VA From marketplace
ATUME VM From Custam Imaje

I Deplayment Patha {1)

. . DERPLOY MENT
configuration Management

App Resoume CLOLD PROVIDER

WCEMTER W

VCEMTER WM SHaF3HOT

Add Hew Deployment Fath

YCenter Deploy WA From Linked Clone
WCenter

Wy os

Cancel

General SELECT TOOL

Deployment Faths

\ \ COMMECTION METHOD
I Configuration bansgerment

App Resoums Seript Loweation
LIRL
LISER
Fa S 5WORD
Pararrwatars

EHTZ

ounl

CM support -

Ansible, Puppet,
Chef, PS, Bash

Scripts etc.

httpffftptsiada.com

20,169,652 2

spbclients

Cancel




BLUEPRIMTS  SANDBOXES

& Blueprints

ﬂ Sandboxes

All Sandboxes (0]

Saved (0]
FILTER E¥:
# Blueprint Status
Available
Unavailable

Yiew only

JOB SCHEDULIMNG  INVENTORY  INSIGHT

Feset filters

BLUEPRINT CATALOG (17)

0 Cloudshell - Warkspace - Bluepr X +

< c

2 Apps @ Onebrive & Google [ Linkedin B TSI b CloudShell - Cisco ® Junipervlabs - Juni...

ELUEPRINTS  SANDBOXES  JOB SCHEDULING  INWENTORY

BLUEPRINT = Continuous Integration

INSTRUCTIONS

BLUEFPRINT =

8 demo.guali.com/RM/DiagramAndex/91979hebs-1081-4337-a124-423h53f24892diagram Type =Topology

Y CloudEhell - Demo Y CloudEhell Local - L.,

INSIGHT

ELUEFRIMTS  SANMDBOXES  JOB SCHEDULING  IMNVENTORY  [MSIGHT

| CO Test Environment

1 INSTRUCTIONS  p COMMANDS

INZTRUCTIONE

Sandbox Description

Having & code change lgger bulids and sahdboxes as part of a
Confinuoys Infegration or Continuons Depioyment DevOps proces:

Sandbox Use

This scenario is broken into two different pieces: what a developer
would do and what the CIYCD process would do to walidate those
changes.

The first step is the developer's environment. In many reak-world
cases, this step would be omitted entirely as each developer would
already have his or her own IDE preconfigured on his or her own
workstation. However for the purposes of this demo we are
demonstrating providing one via our cloud infrastructure so each S
does not need ane. Using this IDE, we can make a simple change ti
the code base.

Once a developer makes that change, the code change is pushed |
an 5Ck, here GitHub . GitHub's hooks will automatically kick off buil
in both Trawis and Jenking. Each of those build systems will compile
and deploy the code onto 3 web server and perform any tests. To

hiave an environment to test against, they schedule a sandbox with
required infrastructure, deploy the build on that infrastructure, then

Sandbox Description

Hawving & code change trigger bulids and sandboxes a5 part of 2
Confinuols Infegration o Confinuons Depioyiment DevOns process. .

Sandbox Use

This scenario is broken into two different pieces: what a developer
wiolld do and what the CYCD process would do to wvalidate those
changes.

The first step is the developer's emvironment. In rmary real-world
cases, this step would be omitted entirely as each developer would
already have his or her own IDE preconfigured on his or her own
workstation. However for the purposes of this demo we are
dernonstrating providing one via our cloud infrastructure so each SE
does not need one. Using this IDE, we can make a simple change to
the code hase.

Once a developer makes that change, the code change is pushed into
an SCM, here GitHub . GitHub's hooks will autormatically kick off builds
in both Trawis and Jenking. Each of those build systems will compile
and deploy the code onto a web server and perform any tests. To
have an environment to test against, they schedule a sandbox with the
required infrastructure, deploy the build on that infrastructure, then

CHUCK.R -

Y CloudShell - Laginl., G QualiSystems (2)

< NAVIGATOR

Firew all

DEMD HELF = TUTOR|A

yiEw IE

Js T3 CypherPath Portal @ CyperPath WCP

ELUEFRIMT

CHUCKR -

Cl'Web Server

B2.36.49.14
wizh Senver

* X

& Local TSICP @9 Systern for Auvd

DEMOD

&

MySOL Node A
Application

4

¥

MySOL Mode B
Application

CHUCKR = DEMOD HELF =

-— IIIIIIIIIIIIIIIIIIIIIII+

Mail Server Instance
Applicatian

Redis Cache Server
Application
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DHS HIRT (8)  Resetfilters

<+ Create Blueprint { Back toblueprints catalog

o Blueprints DHS HIRT (8)

E Sandboxes

All Sandboxes (0) FLIGHT FLIGHT FLIGHT FLIGHT FLIGHT | oHsHsT

No description

i AA 5 A
el [C Wil el Wil

Saved (0)

FILTER BY ALL CATEGORIES

~ My Blueprints

Banking Financial HIRT Fly... Healthcare HIRT Flyaway Kit HIRT Base System HIRT Base System w Targe... HIRT Flyaway Kit
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Kali 2017.2

114c: Cyber Defense Analyst - s
Incident Handling Methodology

Introduction
Parrot 0OS

Scenario
Application Parrot OS_1

Welcome to the CYBRScore Cyber Defense Analyst: Incident Handling Application
Methodology Assessment!

This assessment is one of five and is focused specifically on items
related to inadent handling.

PFSense CE Firewall
You are assuming the role of a cyber defense analyst at a company ) _
named ProspectBoost. Your tasks will be presented to you in the Application
information pane at the bottom of your browser window, You can Samba Domain Con
move forward by clicking the Done button in the bottom right-hand

corner, and you can move backwards by clicking the arrow buttons in CentOS Hardened

the bottom left-hand corner.

Application

Application

To switch the active machine, use the Resources tab in the top right-
hand corner. This tab will also give you information such as
usernames and passwords, and will allow you to send CTRL-Alt-
Delete commands to a machine.

This assessment is specifically designed to test the Knowledge, Skills, Windows 10 Workst ..
and Abilities (KSA) required in the Cyber Defense Analyst job role as Application
defined by the NICE Cybersecurity Workforce Framework, Ubuntu12.0.4

Itis VITALLY IMPORTANT that you read all instructions and perform A Application Windows 10 Workst
the tasks assigned in order to be correctly scored, It may be possible e

to perform actions that are beyond the scope of this assessment. In
order to complete this assessment in the allotted time, please limit
your actions to those you are instructed to perform.

Application

Click OK to continue.
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